The Surveillance ECOnom
y

In digital era, privacy must pe a
or is secret blanket surveillance

AL GORE

Priority, |s it just me
obscenely Outragegys?

Leigh Van Bryan was looking forward to his first American holi-
day. A few days before his trip to Los Angeles, the twenty-six-
year-old Brit checked in with a friend on Twitter and asked if she
was “free this week for quick gossip/prep before I go and destroy
‘America.” Van Bryan’s use of the word “destroy” would easily have
been understood by any of his U.K. mates in their twenties as being
British slang for “getting trashed and partying.” Unfortunately,
Van Bryan did little partying upon his arrival in America.
The Department of Homeland Security had been broadly
mMonitoring social media for threats against America, and now Van
"Jan was caught in its web. Upon his arrival in Los Angeles,
- B" yan and his trave] companion, twenty-four-year-old Emily
Unting, were greeted by armed Customs and Border Protection
3 andcuffed, and put in a cell with alleged Mexican drlllg
! ei:r:i for twelve hours, Though the pair attempted to fg}ﬁﬂlz
None ofig;sage of the word “destroy,” U.S. officials Woud ha‘;r
Sitezges ederfil agents repeatedly searched the couple and t heer
€et gh, mf:fq?hc_ably looking for shovels. It turns out anot
out “diggin’ Marilyn Monroe up”—a nod to an episode
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— Family Guy—had also rajseq ser;

the € e which feared for the [ate Staf:lls ﬂags |
! rtable night. in separate cells, Vy,, Bi ety rem:ifﬁ _
Afteran s ed, just in time to be thrown on g ya“and L3 :
’;‘h e couple had }Jeen denied entry to the P :‘;ne by |
the U-B d back to Britain. In the end, the only th, Iteq % ]

- gS Te,
:eas and vacation. destrg}.ei

you Thought Hackers Were Bad? Meet the Dat, Broke,
s

ilon, Datalogix, RapLeaf, Reed Elsevier, Bl
i o e B b o
panies, but together Ricy-an 0 i ponsible for , raig,
emerging data surveillance industry that is W9rth $156 billion’a ._
year. While citizens around t_he world reacf:ed with ShQCk atthegy,
and scope of the NSA surveillance operations Fe\.fealfad by Edwg
Snowden, it’s important to note t}%at the $l$6 bll-hon 1N annug| rg,,
enue earned by the data broker industry is twice the size of gy, |
U.S. government’s intelligence budget. The infrastructure, tool,
and techniques employed by these ﬁrms. rest almost entirely in t}
private sector, and yet the depth to whlch they can peer into any
citizen's life would make any intelligence agency jealous with envy,
Data brokers get their information from our Internet service
providers, credit card issuers, mobile phone companies, bank,
credit bureaus, pharmacies, departments of motor vehicles, grocery
stores, and increasingly our online activities. All the data we giv
away on a daily basis for free to our social networks—every Like,
poke, and tweet—are tagged, geo-coded, and sorted for resz}le
to advertisers and marketers. Even old-world retailers are reallzl‘
Ing that they have a colossal secondary source of income—ther
;:z?;:teg:l:ta_fthat may be even more valuable t}.lﬁl'l thiuas{:lfg
o infl‘aStrucmls rand-new revenue.stream and trans o
re from a cost center into 2 profit center:

credit bureqyg such

i : ifax hat®
been with us for das Experian, TransUnion, and Equ

] . oa ect®
ecades, our increasingly digitally cons

"
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w firms to capture cvery drop of data
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he Acxiom Corporation of Little
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. ue data ¢ransactions every year. Ninety-six
ouseholds are represented in its data banks,
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apehavioral targetl
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" yalue of the digital intelligence they collect, data brokers are
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Welcome to the world of dataveillance.
Acxiom sells these consumer profiles to twelve of the top fif-

.‘ :ﬁznt ;;etiilt tc;zl: ;Issuers,.sev.en of the top ten retaf'l banks, eight of
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high]ights some serious questions about the data

what other deeply personal data does
s? For the data broker that sold the
at else might its massive data banks

our family? Brother an alcoholic? Mother

L for® : i
! infor™ | out YOU L nic? Th;rteen—ycar-old daughter with an eat-

a

al ¢ ' imi

v 4 scluzc'Pt regul ations exist to limit what data brokers can
d what can you do if the information
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chat a mysterious court has a
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kies and had identified and pro-

1 gfaglyhl.l billion third-party coO

filed ¢ : :

R iezlcibl‘?ﬁlewces of more than 200 million customers. “Our
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| regulatory chan
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Analyzing You

Each of us now leaves a trail of digital exhaugt throughout o |
d?y‘f‘“ infinite stream of phone records, text messages, browss |
hnstorles, GPS data, and e-mai] that will live on forever. The gk I

than Previously possible
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in taki : .
flights onallélanilf amily vacation to Miami Beach. You search fir
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SWimgyjy Combine W.i;f]he data retrieved from the purchase of t

hood that yoy, are your br owsing data reinforce the ﬁ!‘ebj
Tesult of . ) ant.erested in booking a hotel room in Miaml.ﬂz
bUSme 1 1amj . ou
b which can outbid each other for/™ |

' N req] ¢
Wlth h tlme’ . ol B
i Y Presenting advertising that reachs”" £
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g€s and offers based on your inte

Scanned with CamScanner



87  THE SURVE!LLANCE

fConoyy

Google Now, which promjge “Just the .
; e B 2 righe ;
ight time,” is another gy, 80t infy,
it e e sets. The Google pe Ml of 96 angyg 0 o
data sets. 1he Google Ngy, a _ alys; :
{0 ]arge Iy

sis
. . g Ovldes
ient info Con _
onderfully convenient in rmation thy, helps ther — Mers wigp
p f the data invisibly sy;; m ¢
Jeverage allo Y sWirling aroung the, o

ygree to Google's 1105, Google Now v show thep, wnce Users
frgiends are nearby, provide traffic alerts, determip, the ez'thEir
ravel routes home and to work, utomatica]ly furnigh thg n‘fkest
. weather report, and kgep track of favorite Sports re orn-
U;Ejate their scores in real time., Google ams apd
u

Now automap;
1 i glcal] t
ou when your flight is d elayed and when your gate hag chzn etlzls
and offers flight alternatives when availab]e. Because 3 e N%) .

knows where all your appointments are locat(?d and monijtors traffic
s along all your mten'ded I:J:)u.t(?s In rea] time, the app will alert
you at your current lOCﬂ'tIOIl, a mslnfgr you to‘ leave early.lf you hope
to make your next appontment on time. Using a tech’mque known
15 geo-fencing, Go(.)gle Now will analyzc_e your to-do list and magch,
it against your persistently tracked location in order to. alert you- as
you drive past the grocery store that you need to buy r-mlk. To enjoy
this cornucopia of information and bounty of convenience, you just
need to provide Google Now with acc_ess. to your entire online
digital footprint, including your Gmail %n-box,. Web searches,
hotel bookings, flight plans, full contact lists, friends’ birthdays,
restaurant reservations, and calendar appointments, as well as your
. physical location at all times via the GPS on your mobile phone.
From this massive data set, Google (and others) can re-create what
intelligence analysts call your pattern of life, knowing and mapping
- your physical location over time as well as what you are doing and
- With whom, Hoyw terribly convenient.
But what else might Google or any other company that had
025 to your pattern of life be able to determine? Let’s say, for
- mple, your mobile phone was on the nightstand in the same
f)me S your wife’s telephone six nights a week. From these data, it
vould be logica] to conclude that the owners of the two cell phones
Ived ; ;
. 0gether g were likely sleeping together. But what if one
%ml;i,wit?ur mobile phone was on g nightstand next to another
ile phone? What might that suggest to Google or
OUt your fidelity? A analysis of your locational data and
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the researchers’ algorithm and confirmed via in-person interviews |
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gal, such as Sudan, Iran, Yemen, Nigeria, and Saudi Aral?la, -
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gut I'VE ot Nothing 10 Hide

o Bartiromo asked Google’s
about privacy concerns resulting from
of consumers; Schmidt famously
"’ ¢ you don’t want anybody to
haveujdn’t pe doing 1t in the first place.” Schmidt,
s concerns by saying that if you haven't
d of people (corpo-
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.o privacy :
e ou should not be afrai
our neighbors) knowing what you are
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no longer the social
m—at least for the

NBC’s Mari
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¢hat “privacy is
- acy may 1O Jonger be the no
. his 0 ife, Mr. 7zuckerberg seems to treasure
¢, In late 2013, it was revealed that th'e Fac‘ebook
) buy the four homes surrounding his own
his privac free from

i
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Sheryl Sandberg, toO has

k’s chief oper
assertion of any privacy rights is in contrast
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even more perv
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¢ for Schmidt, Zucker-
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hide. The fact is that each of us hag Privage

ing 0 cceptional by limiti : Peg;
ng ade exceptional by limiting wic}, Whom 1]
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an lead to a series of unintended
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the president of the Queer Chorus welcomed Bobbj by addingle |
to the group’s Facebook discussion page, which he was able o |
without her permission (there is no setting in Facebook to preven |
:;E;Segzztgsirstln adding you to his or her group). When he di ;
st of friends—-ini?u?j?ltlon;amf system not%ﬁc.atlon to Bobbt’s entir:

oined the (ueen Chongls E‘ll; ather—notifying them that she had
- Iwo days after receiving the notifier |

tion, Bobpy
OObIs father Facebook page: “Todl |

You queers;, Gob S reply on his

YOu perver Gozs lto your holes ap wait for GOD. Hell awi

ir ‘ Cause ‘;:k SInging there » Facebook outed a closeed |
Parable b, Parents tq dis te §

« own her. In response 0™ |
{blam Faceh, i Suffereq, p,, -

: . t B
0 1was u i her stan® |
People ggq of me ,,k '+ Ushouldyyy b . ngqulvocal,ln hoice Wit |
Whep e Omebody else’s c 1

| S, the

Chal prOdUQ . B
nge you faeq istt(})lf Internet and social media 0" 1

at ' : te“{
- data yoy provide in one ¢
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cted ways in another, with not
p " able ¢
highly popular “free” datin(g":;:;

pe U8 chis the cas¢ with the
u king dates are asked to fill out questionnair
e, wrongly, that the data they Pr;:s

“ quUP'd‘ :nd ost presiy ,
e SIt v sivel within the OkCupid system, used solely for
. emdi? fnding 2 suitable match for a date. Yeah, right!
e P fjslesget che best matches, OkCUP id asks users a bevy of
lege y questjons Jbout their number of past sexual part-
ol persor ey ST ort abortion rights, whether they own a
- perS thg;];ﬁey woul d sleep wjt.h somebody on a first date, if they
G eﬂl'“}"l et nd if they drink alcohol frequently or use illegal
ok ?lga Jin which drugs and how often). At least that’s what
cludin® ns when completing their profiles . .-
ith whom

| in :
grug° ( on their screé )
ot see is che fifty or 50 companies W
including ad firms, data brokers,

nt of the data Jeakage, Ash-
market® ™. ital privacy ® <ed to work at the Fed-
: eated @ dummy account on OkCupid.

rowser plug—in tools, including Collu-
to observe that the answers

rsed and forwarded to doz-
Jeted his test

d drugs, he was

tani comp
hared his purported drug usage
me. You chink you're just filling

» online dating service; in real-
mation that you

rmation;

sE
¢ they
What  es this info
the exte

nown as Lota
, | profile for @ “free
ity, you've been had and are instead detailing infor
| would never otherwise share with any marketing company o data

se: dating is Ju «.gver story” for massive

3 broker. It’s a huge It
* data extraction. In an ensuing investigati ani’s researc
Efaif Rg’, b(;Itl} OkCupid and Lotame declined to comment 01 the
_: brokerlingistls tl{; state of affairs in the world’s unregulated d-ata
R o yog.d ho else might be willing £ pay for OkCupid’s
bitipeoqrentin rug use and wexual history? Al ins
- DUTincident e employers, or perhaps the governme
b e you had last June?
when you have “nothi %
ing to hide,” your c

:I' tracked :
social ni
etwork graph and location ¢an come ba

b ker k

urance com-
nt after that
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(fect your Gnancial status. A handf, of ¢

c A : .y ! Sy,

ﬂ o use the quality of the friends i Your :{}' %,
. 1e whether of pgt you are 4 good Creq; Ui,
I

BTN iy

:\fﬂrk o de cl‘lr“ onddo, determines if you are friepg, Wil;islf,. 0
such com 'n[);chind on paying back her loans ang hoy, (:] V'T"_:

; pat person- As a result, your credityeyy . tey
hom you V€

friended on Facebook . 1

| Pinterest are deadbeats, chances are v,
(
Googljl»f ﬂﬂto the big-data gods). Facebook may he Comg
cording , : _
([?ICCO credit-scoring agency as financial data aggregator, o
Jvantage of your social data feeds to rate your financiy, Sta}t' !
;0 25 your mom used to warn you, choose your frien s it iy, §
‘The fact is that we are all contributing to our gwp, digit}i
. : | '
ution. Just as 10 the twentieth century people thought nOthi,f'“
g 1 1 I 1 ¢ £
pouring industrial waste into a river or tossing garbage Ontgc&f
street, so too do we fail to comprehend the long-term conseque : |
of our digital actions today. The current state of affajrs et &
our fundamental misunderstanding of the bargain we e mfom :
for so-called free online services. a: §

with t ¢ I
cause of w yoy

ay

Opening Pandora’s Virtual Box

-l;eople share their most intimate thoughts and secrets
if they were having a private conversation with a tru

able e€Xpectat;
10N of prj .
Phone cop Privacy in the d

: . ; ; ._.- =
the ipanies, IS ta their service providers

Ps, cable Companies, and Web sites) collecte

Fourth Amendment’s prohibi®”

i [
dat Y format (¢ Selzure means that any data you P
2 that gpe gardless of your privacy settings) O any

¢

an g Ollected g
Breed-upoy, bsine by the .thlrcl parties with whom you ™
s rdanonShip are not considered privi®
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rutional Standard Of“privatc papci.sn but

he consti
rds of the institution in pos-

P e i
rdoeslt mé - of the business reco
though this may be, it is the current

: forms P2 ghocking
- th® " g ehe dﬂ;znce . the United States, with noted and pro-
oth online and off. As a result, your

- '0 .
e - urispr ">

. f jurt Pon all citizens b

ould never want them to, and you cannot

+ how hard you try.

them bt che wor «Facebook” appeared in a full one-
ey ’ﬁ lings in 2011. All of this provides excellent fod-
ot of divorce attorneys who admit searching

evidence that can be used against their cli-
shared on Facebook and

- ents’ SPOUSES' |l-phone call records and GPS locational data
. all the celi-P

- itter A7 orded whose cell phone was next to whose and when
- that ncatl}’. r ec;m e in the battle royal that can be divorce proceed-
innocently taken of you at all those parties over
with drink in hand, now become evidence
. - 2 nugget of gold for opposing counsel during
- amination- That profile you created on OkCupid indicat-
| cross€ e single (which was shared via your browser’s cookies
ing you ing compa nies)—perfectly admissible when your

hearing. When 2a husband

 with fifty marketl .
wife brings it Up during your divorce
fe is an inattentive and unfit mother, he has

 complains that his wi
 pew powerful evidence tO support his claims in the form of sub-
ting the hundreds of hours she logged

% poenaed records documen
' on FormVille and in World of Warcraft, times coinciding with all of
* her children’s soccer and baseball games that she missed. But the

 data we’ : y - i d
a:i: ‘;I’e re leaking affect us not only during divorce but in our jobs
A e .
 Asur : ' .
. fozi}:icznducted by Microsoft on the matter of online rep-
fced 3 job that 70 percent of human resource professionals had
duting 2 Onliflandldate based on information they had uncovered
- '8 the socig] mZZ?arCh' Worse, some employers are now demand-
3 a ' .

Mployees, Want topass“llor ds of job applicants and even current
-C Wi .
| reCf;'rtment; the Maryl = d [1;01' the Norman, Oklahoma, Police
 Tectio _ an :
Ll Services the i fepartment of Public Safety and Cor-

0 . B
y of Bozeman, Montana; or the Virginia

matte
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s in all of these jurisdictions i
(AN 5 . Iy
11? cebook and other social Media pas'&u,eqhir
“a . ' .
led routine background checkg T el N
O-ca]' e mployers access to all youy Megs lhcludw .
0 ’ ,ecn}re e private and public, on Fac@bo()ljges, ph\a
iding P70 elines, il > Gog,,” |
pro‘.] Hhss and t11 and Instagram. hid e.some States, illcl% b §
“.“Er'él "OUTUb% rred such practices against emp|, tes thwi“z
\;1hl0_ .,nia, ave bar hem, and they remain legal in 86 e, §
Califor - hanning data leak. Per, '
o federal (es, and so the da
n tates,

:an § teachers and se¢ :
of Americ?” ly, more and more hool g,
]

-+ formation from students as wel], Withoy,
ing this!

Uty N
twelve-year. .t
demandi 's what happened o : Xear old M Mgy : |
of € - | who was accused of posting Mapprq Tate i
: ‘ Om,
" her FﬂcebOOk account. The Sztcuc{enta:at the Mlnnewask
s '(iiIZiIe School had posted that she “hated” a Particulyy g, 0:1
» :
Area.l\]’ll ho was “always mean to her.” The girl wag UMy |
Ofﬁcm'wci al's office, where administrators, a schog Coungg,,
th: pr;];plll)f}’ sheriff were waiting for her and demap !
and

.ded tha g, |
divulee her Facebook password so that tbey could reviey 4 of e |
pzsdﬁgs, Yes, of course a lawsuit is pending, but the 8rowing ;.

ber of egregious cases shows your children are leaking dat, that gy,
come back and bite them as well. }-

Even college athletes at schools like the University of Norty |
Carolina and the University of Oklahoma are being required i {
provide their passwords on social media sites to th

eir coaches i
 condition of playing sports at the schools. Some ¢

ollege athletss
have also been compelled to install monitoring software on their |
personal computers and

phones from companies such as UDIl-
ence, which tracks in req] time the students’ activities to ensute

that collegiate athletic departments protect against damaginf
POsts made by Student-ath]etes

Oover . . : by
t Ments are glgq, getting in on the action. A survey
e Nternatipng A

Mred 1y, ey $sociation of -Chiefs of Police of moreltha:;i;i
ice e art ——— Organizations revealed that 8?- p i
peir m?.nt_s S routinely include social media seaf 9
estlgactrunl a investigations. The IRS too be:gang;l
1r10580((]);1 how use social networks to V€

: ip 47
> a0d Homelang Security’s Citizen g

!‘

_ police? 2P q
t

ve thCir
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pvice instruc'ted.its agcn_ts' in 2010 to use social
o the daily Jife of petitioners and beneficiaries
" |
' -1y access your social data through 2
nas, national security letters
canss Ve order service providers, whr;
. to the Fourth Amend-

f the request: For example, AT&T
n 300,000 requests for

necd“’t. 013 it .

] and criminal cases. The demands for
te, federal, and local quthorities and
0 subpoenas nearly 37,000 court orders

rrants.” In 2009, Sprint disclosed
_only portal that gave

» (without warrant) any one of Sprint’s
. real time—a feature

te users 11
olice in a one-year

. rt
pird-Pa ™ .
not] YOU (0)
received more tha

ent doesn’t subpoena, it Just
ies didn’t build their

iphoning network from scratch;
y of what the

4 complete cOp
ense: Why

- otherwi
ing. It makes perfects
. ¢ now owned by Reed

s on businesses and

000 clients, including to 7,000

federal, state, and Jlocal law enforcement agencies. Revelations from
Fdward Snowden alleged the Central Intelligence Agency Ppays
| g&s‘glﬁllg n;illion a year for its call data and suggegted Verizon
kers havi’: Iosst ;ta to the US. government: Commer.cml data bro-
— 0 time 1n _Offermg their paid subscription services to

agents, serving up the streams of informa

fl‘e,gl ;
Kgi)l‘l]:j ed across your social networks.
nt : :
Pooned the CUrfz:l'Ody on the comedic Onion News Network lam-
t state of affairs in a fake evening n€Ws report:

Flsevier, maintains seventeen
individuals that it resells to 1ts 100,

tion you have

Congres

St

Masgiye Onlc;iiy I'eaug.;hOr ized funding for Facebook, the
surveillance program run by the CIA.
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According to reports, Fau?book hag *eplac,
. other CIA mformatlon-gather

?\eﬁs launched in 2004, [A mock C
lf\\}ter years of SCCl‘etly momtorin
astounded so many People w
where they live, their rel

’ ‘“’Ere
igious apg politica{) ::,bllcxze
alphabetized list of all thejy friends

€rs 1 Ws

Onal o "

addresses, phone numbers, hundreds of ph May;
themselves, and ev

Otog 0
€N Status updageg aboug f
doing moment to momen;. It

Va dre'amat they
for the CIA. Much of the credit belongs fis

Mark Zuckerberg, who rung the day-t._
operation for the agency.”

Og
roQ t
A of gl‘a :

As hilarious and SPOt-0n as the £y,
age of our persona] informat

X News Tepor¢
ion to both
government agencies is joking Matte

lance economy, owing to great ady
exponentially. Gone i ¢
follow you around, taj;

Verse a city. Instead, op
surveillance technolgg;

social data, Gpg info

€rnment poy spends

hour” ¢4 track each 4

Upon leay

E.

; ¢ PhOHES, Online aCtiviy, |
'Mation, apg Nancial trapg, ti :
just “$574 per t

nd very Amerijcq

5 centsy |
n.
ning the tpye extent o

| fthe NSpg domestic ang iy |
Nationa] Spying Prowess, o former head of ¢
Wolfgang Schmigy admigy

e beep 4

he Eagt German Sy |
such g system “would
noted that during hi

¢ b
me, byt clearly now technology had matt

; Orall ca])g and Interne

» Ttig heigt,

. ca- p

t data at all times. Hz |

; ) ed this |
Ol naivete tq think that once collect o
Meng e CUSEd 1515 the nature of se i

5 not o only way to Protect the peOPl"j;npint ;
e government to collect their informati

i s

er
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ge s power, Code Is King, and Orwell Was Right

I(nﬂ"""a':i
i dystopiﬂl1 novel 1984, he depicted an omnipo-
: Geofge ent Survci]lance state co.ntrlo“cd by a privileged few
overn’! e cute d :ndependent thinking as “thought crimes.”
Orwﬁ” cJearly WOUI'.d have foreseen the NSA debacle, it’s
Thoug1 he might have predllcted Acxiom, Facebook, and Google.
wasn’t Big Brother government that

s r,ointr in thos¢ cases 1t ; L .
To chat | ing t0 % put rather we who 1' something to our-
Jid somet ied ourselves to become monetized and productized
elves: Wea iving away billions of dollars of our personal data
o the cheap, "¢ elite who 53V an opportunity and seized it. We
0 W 1:1315l i;eir one-sided T S without ever reading them, and
Jccepte - nized their profits, unencumbered by regulation or over-
hey M3 be sure, W ot some pretty cool produc.ts out of the deal,

! 1. But now that we've given all these data

R . 0
sight v Birds 1 really fu
owerful data behemoths

t the mercy of p

nd Ang)

- ava’ we find ourselves 2 :
an ﬁsnear-govemment—level power who do as they please with our
wit .

- lives.
ormation and our
inf 4 Other Laws of Cyberspace, the Har-

In his 1999 book Code an .
vard Law gchool professor Lawrence Lessig insightfully demon-

hat the instructions encoded in any software program, app,
and constrain the Internet, just as laws and regu-

lations do. Thus, when Facebook or Google unilaterally changes its
s of service to allow your news feeds to become public or your
dvertisements against your will, it is as

is in effect, law.
such a system would be

strated t
or platform shape

ter
 photographs to be used in a
ifanew “law” has been passed. Code,

~ Perhaps then the only way to opt out of
toclose one’s account or never create one in the first place? Unfor-

| ;;L?:_teg’;;;h gir?f:hes are_problem.atic and increasingly impos-
ey al your daca émes afz:tlcle pr’ewously noted that Facebook
lf‘you chose not to L ALEEE L clo_sed your account. Even
 friends woy|g conti FHEBEIDALE I axl online social network, your
WOuld Sti] tracle Inue to tag you In pictures, the GPS in your car
p“FCF}II‘ases. your location, and Target would track all of your

he unpre
- entrustl;d fgii‘;‘f:f "Olumes'of data about ourselves that we
e companies are up for grabs, and once the
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pottle, ther ¢’s N0 PULting it back
ie 1 rof eat by our online data CXh;uSt: l'idiculoetr% |
o ity cre ion means tha g,
Ef OPPOFtumtj’ jittle or 1 e regUIatlcl)—l over t mOdern datt&rfn. ;
of service 3nvei1 s with betrer-than gth n;nent-grade sahm |
kers u.rl.nes capturing OUr .CVZFY Oulg L Photograp‘}l:‘veii\ﬁ
ance €0 bjf;cting them to big-data analytics. Aqpr *hy, |
ike

. ; a
Jocation an SUM' Seay, Bobbi Duncan, Lelgh.van B tHO“‘in, |
pilal Ahmed 1l learned firsthand, there are socia] Costs ann' s |
?th our continued data leakage.. But priva‘-‘}’i ig |
¢ of the great threats resulting from the exfnplnca, :

st on
ust Pﬂnen‘

h in data. _ .
hard at work stealing all of the socia] daty Youl,

qutifully reported on yourself and are succes:v,fully br&ﬁkjng in‘: ?
the computers of data brokers and Internet giants resp GHSiblefn ¢
storing it all. As Sony, Target', and even the DePartment OfDefe;]S
have learned, data stored in insecure information Systems gre da:
waiting to be taken. As such, all data gathered will eventually lf:aka
with potent implications for our personal and professiona Lives an(i
even for our safety and security. '
The problem with our being the product as opposed ¢ the |
customer of massive data brokers is that we are not in contro] of g, |
dataand thus not in control of our destiny. The continued aggrea |
tion of this information, unregulated and insecure, sits s a tidk |
;I;Ekin;ebl;o;n Itl);: l:ildoz;z:ez th(l)ught and deed available for the
are far worse than sellip ug d'g class of b.ad actors Wh.ose.mtents :
insurance rateg, Internatfi:ro S 1 lscoul}ted dlé.lpers and adjusting o |
“rhments, and eyep, ter o Orgamze.d crime groups, rogue o §
data brokery forists are rapidly establishing their 0" £
ng their analytic capabilities in order §

1 take fy]] g; S and bolster;
dvantage of the single largest bonanza that hss el
€ning implications for us all.

Come thes .
I way, with fright
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